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Abstract: Personal data protection is a crucial issue in the digital era, which is characterized by the 
processing and widespread dissemination of information on the internet. In this context, the different 
legal approaches between Indonesia and the United States raise questions regarding the effectiveness 
and scope of privacy protection in each country. The focus of this research is to analyze the legal 
systems applicable in both countries to identify the strengths, weaknesses, and potential for cross-
system policy adoption. Using a normative juridical method and a comparative law approach, analysis 
is conducted on key regulations such as Law No. 27 of 2022 in Indonesia as well as various sectoral 
regulations in the United States. The findings show that Indonesia has integrated regulations but faces 
challenges in implementation, while the United States has more established enforcement despite its 
sectoral and fragmented nature. The synthesis of these two approaches emphasizes the importance of 
finding a balance between regulatory comprehensiveness and enforcement effectiveness. In 
conclusion, efforts to strengthen personal data protection in Indonesia can be directed towards 
strengthening institutions and oversight, while the United States can draw lessons from its centralized 
regulatory model to improve consistency of protection across sectors. 
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1. Introduction 

Personal data is a critical asset that is susceptible to misuse, so it needs to be protected 

to maintain privacy and public trust. While technology makes it easier to collect and manage 

data, it also increases the risk of misuse. Indonesia already has personal data protection 

regulations, but there are still gaps in implementation due to unclear regulations, weak law 

enforcement, and low public awareness of privacy rights and digital threats. 

To address this issue, Indonesia passed Law No. 27 of 2022 on Personal Data Protection 

(PDP Law) to regulate various aspects, such as the rights of data owners, the responsibilities 

of data controllers, principles in data processing, as well as the establishment of independent 

supervisory institutions such as general principles in line with the General Data Protection 

Regulation of the European Union. The United States, on the other hand, has a different 

approach, in that it does not yet have a comprehensive federal law on personal data protection 

by enacting sectoral laws. However, a number of states have begun to pass their own 

regulations, prompting serious discussions about the need for unified federal regulation, as 

reflected in California's CCPA and CPRA. 

The development of digital technology has changed the way people interact, work and 

live their daily lives. Personal data is very easily collected, stored and processed through 

various digital platforms, such as public services and social media applications which raises 

concerns about how the data is used, who has access, and the extent to which individuals can 

control their personal information, meaning personal data protection is no longer just a 
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technical issue, but has become an important part of human rights protection in the digital 

age. Without clear regulations and strong protection mechanisms, personal data can easily be 

exploited for commercial, political or criminal purposes. Each country responds to this 

challenge in its own way, depending on its legal system and government structure. Meanwhile, 

Indonesia and the United States have developed personal data protection policies in different 

ways. 

Data protection requires a legal system that is comprehensive, adaptive, and responsive 

to technological advances and the dynamics of a digital society, so that it can provide 

maximum protection to individual privacy rights without hindering technological innovation. 

In this context, personal data protection laws should be comprehensive and centralized to 

avoid regulatory gaps or overlaps. The ideal regulation should explicitly guarantee the rights 

of data subjects, such as the right to access, rectify, delete and transfer personal data. An 

independent and strong supervisory body is also needed to ensure effective implementation 

of the law, along with a strict system of sanctions, both administrative and criminal, for 

violations. The General Data Protection Regulation (GDPR) is also crucial, so that data 

protection can be applied across jurisdictions with the principles of equality and prudence. 

Although personal data protection has become a global concern, the regulatory 

approaches adopted by different countries still show significant differences. Some countries, 

such as EU countries, have implemented a centralized and comprehensive legal framework 

such as the GDPR. In contrast, Indonesia has just passed the Personal Data Protection Law 

No. 27 of 2022, as the initial implementation stage faces various challenges, including 

institutional capacity, development of supporting regulations, and public awareness. The 

United States, as a federal country, does not have a comprehensive, national personal data 

protection law or it remains sectoral, with various specialized regulations, and relies heavily 

on state-level legislatures. While California has made efforts through regulations such as the 

CCPA and CPRA, legal fragmentation remains a significant issue affecting the effectiveness 

of national data protection. Comparisons between Indonesia and the United States in the 

context of personal data protection are limited, especially when considering the impact of 

government structure (centralized vs. federal) on the effectiveness of legal protection. 

This research uses a comparative approach to analyze the legal systems of personal data 

protection in Indonesia and the United States, focusing on how governance structures 

influence the establishment of effective regulatory frameworks. Previous research on personal 

data protection has only focused on the normative aspects or substantive comparison of 

regulations, without delving deeper into the governance context underlying the formulation 

of these policies. This research also critically examines harmonization efforts with 

international standards such as the General Data Protection Regulation (GDPR) and analyzes 

the potential adoption of data protection principles in various jurisdictions. This research can 

contribute to the development of Indonesia's legal system, such as strengthening oversight 
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institutions, improving the effectiveness of law enforcement, and providing more 

comprehensive protection of the rights of data subjects. 

The use of big data from social media in social research highlights several methodological 

issues, such as the representativeness, validity and context of the data. While platforms like 

Twitter or Facebook provide broad access to digital social behavior, the use of such data often 

ignores the fact that social media users are not representative of the entire population. There 

are biases in who uses the platform, how the platform is used, and how algorithms distribute 

information. Many studies also fail to consider the social context and interpretation of 

meaning behind online activities, potentially leading to misleading conclusions. 

Methodological caution is therefore essential in utilizing big data, including the need to 

integrate quantitative and qualitative approaches and an understanding of the social and 

technological dynamics behind the data collected. The main focus should be on maintaining 

scientific accuracy and analytical relevance when handling large volumes of digital data. 

The concept of personal data protection is not only legal-formal, but also has a 

normative dimension that is closely related to the principles of ethics, human dignity and 

justice. Privacy protection reflects basic values that illustrate respect for individual autonomy 

and the right to control personal information. In the context of technological advancement, 

ethical principles are becoming increasingly important in guiding policy and regulatory 

formulation, especially as data collection and processing capacities become more extensive 

and complex. Principles such as transparency, fairness, accountability and proportionality 

should be the normative basis for designing data protection systems that are responsive to 

digital challenges. Personal data protection should therefore be viewed as an effort to maintain 

a balance between the interests of technological innovation and the protection of individual 

human rights in the modern information society. 

2. Literature Review 

This section must contain a state-of-the-art explanation. It can be explained in several 

ways. First, you can discuss several related papers, both about objects, methods, and their 

results. From there, you can explain and emphasize gaps or differences between your research 

and previous research. The second way is to combine theory with related literature and explain 

each theory in one sub-chapter. 

In Indonesia, the study of personal data protection has grown rapidly following the 

enactment of Law No. 27 of 2022 on Personal Data Protection (PDP Law). Some scholars, 

such as Wahyudi Djafar (2022) and Rony Syahrudin (2023), emphasize the importance of 

institutional set-up and strengthening of supervisory mechanisms to ensure effective 

implementation of the PDP Law. However, these studies are generally still limited to 

normative aspects and do not compare practices with other countries. Research on personal 

data protection has become a major topic in legal and public policy literature due to the 

increasing threats to individual privacy in the digital age. Several studies highlight the need for 
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strong and comprehensive regulations to address data collection, storage and processing by 

public and private entities. The right to personal data protection and the right to privacy are 

inseparable, as both are progressively understood in the context of technological 

developments that emphasize the importance of a rights-based approach in designing data 

policies (Yvonne McDermott, 2017). In the context of personal data protection, threats are 

not only technical but also related to social control and power imbalances between individuals 

and data collection institutions (Solove, 2006). 

According to Schwartz and Solove (2011), the United States has sectoral laws that shape 

privacy policy, discussing the fragmentation of regulation in the US and the challenges of 

harmonizing national policies. The California Consumer Privacy Act (CCPA) is often held up 

as an example of progressive state-level regulation that gives consumers control over their 

data, although it has not been widely adopted across the US. However, there are very few 

studies that specifically compare the Indonesian and US legal systems in the context of 

personal data protection, especially when considering the different legal systems (civil law vs. 

federal common law) as well as centralized versus sectoral regulatory approaches. Therefore, 

this literature review highlights a significant space for comparative research that not only 

examines the rule of law but also evaluates the implementation effectiveness and relevance of 

best practices between legal systems. 

2.1. Personal Data Protection Theory 

Privacy protection is an important asset of the right to privacy. Westin (1967) states that 

privacy is the ability of individuals to control their personal information and determine when 

and to whom it is disclosed. As technology advances, the approach to data protection 

becomes more complex. Solove (2006) developed a theory of data protection that deals with 

confidentiality, surveillance, extensive data collection, and potential abuse by public and 

private institutions. Meanwhile, McDermott (2017) argues that personal data protection 

should be seen as a recognition of human rights in the digital environment. Indonesia's PDP 

Law represents a shift from an administrative to a rights-based approach, similar to the 

principles set out in the European Union's General Data Protection Regulation (GDPR). 

2.2. Comparative Legal Theory 

Comparative law in these two countries uses a scientific approach to understand the 

characteristics of different legal systems to find the best solution or perfect the national legal 

system, such as five methods in comparative law: historical background, legal structure, legal 

institutions, terminology, and basic ideas of the legal system (Zweigert and Kötz, 1998). This 

comparison is used to analyze the Indonesian legal system which is based on civil law and the 

United States which uses common law within a federal state framework, so that what can be 

analyzed is not only the legal substance, but also the social, political and cultural context that 

influences the implementation of personal data protection in both countries. 
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2.3 Federal State Theory 

Federalism is a system of power sharing between the central government and local (state) 

governments, each with its own constitutional authority. Wheare (1963) argues that a system 

of federalism is characterized by a written constitution that formally divides power between 

the two levels of government. In relation to personal data protection, the federal system in 

the United States means that there are no nationally uniform privacy laws. Instead, laws are 

sectoral and largely enforced by the states, such as California through the California 

Consumer Privacy Act (CCPA). This is in contrast to Indonesia's unitary state system, which 

allows for the creation of national laws that apply uniformly across the country. 

3. Proposed Method 

This research on personal data protection uses a normative juridical approach with a 

comparative law method to analyze and compare regulations, legal principles, and institutional 

frameworks related to personal data protection in Indonesia and the United States, taking into 

account the different legal structures and government systems in the two countries. The 

method used in this research is a qualitative descriptive method, which focuses on analyzing 

legal texts, legal doctrines, and relevant public policies.. 

The research is grounded in three main theoretical frameworks. First, the theory of 

personal data protection, which explains individuals' rights to privacy and the fundamental 

principles of personal data management within the context of technological advancement. 

Second, comparative law theory serves as a methodological approach to understand and 

evaluate the differences and similarities between legal systems, including their governmental 

structures and legal traditions. Third, federalism theory explains the federal structure of the 

United States and its implications for the formulation and implementation of legal policies, 

particularly in the area of personal data protection. 

The primary data in this research are laws and regulations such as Law No. 27 of 2022 

on Personal Data Protection (PDP Law) in Indonesia and various regulations at the federal 

and state level in the United States, such as the California Consumer Privacy Act (CCPA). 

Secondary data was obtained from various academic literatures, legal journals, reports of 

international organizations, and court decisions relevant to the research topic. Data collection 

was conducted by using content analysis to identify the substantive meaning of applicable 

legal norms and conducting a comparative study of the legal systems of Indonesia and the 

United States in terms of legal substance, institutional structure, and legal culture, while taking 

into account the social, political, and governmental context of each country. 

4. Results and Discussion 

Personal data protection can be understood as an effort to protect and secure 

information relating to a person's identity from being misused. The term consists of three 

main elements: “protection”, which means the act of keeping something safe from threat or 



International Journal of Law, Crime and Justice 2025 , vol. 2, no. 2, Afina, et al. 250 of 59 

 

harm; ‘data’, which refers to information or details that can be processed, whether in the form 

of writing, numbers, images, or sounds; and ‘personal’, which relates to an individual or 

something that belongs to a private person. As such, personal data protection refers to 

measures or mechanisms to secure all information related to a person, such as name, address, 

identification number, financial information, or digital footprint, to prevent unauthorized 

access, use, or dissemination without the owner's consent. This protection is very important 

to uphold the right to privacy and prevent misuse of data by irresponsible parties. Data 

protection and privacy are closely related. Individuals need the right tools and skills to 

implement personal data protection and protect their information from misuse by 

unauthorized entities. It is also essential for data processors to understand their 

responsibilities and take appropriate measures to protect users' personal data. 

According to some experts, personal data protection is an integral part of the right to 

privacy, which is a fundamental right of every individual. Alan F. Westin, a leading privacy 

expert, defines privacy as the right of individuals to control how their personal information 

is collected and used. In his book Privacy and Freedom (1967), Westin emphasized that 

control over personal information is key to maintaining individual autonomy in the 

technological age. Meanwhile, Daniel J. Solove argues that personal data protection is not 

only about maintaining confidentiality but also how data is used, disseminated and stored. In 

the concept of “privacy taxonomy”, Solove highlighted various forms of privacy violations, 

including surveillance, unauthorized dissemination, and labeling. On the other hand, Charles 

Raab asserts that data protection should be seen as an ethical and public policy issue, as it 

involves balancing the interests of the individual with those of the state or company. These 

experts emphasized that personal data protection is not just a technical issue, but also a legal, 

ethical, and individual freedom issue in the digital age. 

In the framework of personal data protection policies, anonymization technologies are 

often considered as the main solution to reduce privacy risks. While anonymization has the 

potential to reduce the exposure of personal data, these techniques often fail to provide the 

expected protection. Data deletion or obfuscation cannot fully guarantee security, as 

anonymized data remains vulnerable to de-anonymization attacks, especially in the context of 

big data and analytics that integrate other data sources. Therefore, data protection policies 

that rely too much on anonymization technologies may create the illusion of ineffective 

protection. A more effective policy should not only rely on anonymization technology as the 

only solution, but should also introduce a more comprehensive approach. This approach 

includes greater control for individuals over their personal data, clearer transparency in data 

usage, and stricter oversight of data collection and distribution. This more comprehensive 

policy framework is essential to ensure the protection of individuals' right to privacy, even as 

anonymization-related technologies continue to evolve. 
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Personal data protection in Indonesia has been regulated through various regulations, 

both specialized and sectoral in nature. The main regulation that provides detailed guidance 

is Law No. 27 of 2022 on Personal Data Protection (PDP Law), which is an important 

milestone in Indonesia's legal system on data privacy and security. It regulates the rights of 

data subjects, the obligations of data controllers and processors, the legal basis for data 

processing, and the establishment of an independent supervisory authority tasked with 

overseeing compliance with the provisions of the law. Prior to the enactment of the PDP 

Law, limited personal data protection was regulated in Law No. 11/2008 on Electronic 

Information and Transactions (ITE Law), specifically in Article 26 paragraph (1), which states 

that the use of personal information in electronic systems must obtain the consent of the data 

owner. This regulation is further strengthened through Government Regulation No. 71/2019 

on the Implementation of Electronic Systems and Transactions (PP PSTE), which outlines 

the responsibilities of electronic system providers in maintaining the confidentiality and 

security of user data. 

The proposed regulation to replace Directive 95/46/EC is an important step forward in 

strengthening personal data protection in the European Union. The new regulation, known 

as the General Data Protection Regulation (GDPR), is designed to give individuals greater 

control over their personal data and increase transparency in data processing by data 

controllers. It emphasizes the rights of individuals by introducing new provisions such as the 

right to access data, the right to be forgotten, and the obligation to inform data subjects about 

the processing of their personal data. An important element of the regulation is the 

enforcement of stricter sanctions against privacy violations, with the aim of creating higher 

accountability among data controllers and improving regulatory compliance. However, while 

this policy offers stronger protections, there are some technical and implementation 

challenges to be faced, such as how to adapt this regulation to the rapid technological 

advancements and complexities of data globalization. In this policy analysis, it is important to 

assess the extent to which the regulation is able to respond to these challenges and how it can 

be adjusted to ensure better privacy protection without hindering innovation and the growth 

of the digital economy. Overall, the GDPR may be a better policy model for protecting 

personal data, but its implementation should be accompanied by close monitoring and 

adjustments over time. It was emphasized that while the GDPR aims to provide strong 

protection of individuals' personal data, many of the core principles in the regulation are at 

odds with data processing practices used in big data, artificial intelligence (AI) and predictive 

analytics. One of the main issues raised is that the GDPR requires explicit consent from 

individuals for data collection, which becomes difficult to implement in the context of big 

data, where data is often collected in large quantities and does not always come from clear or 

identifiable sources. In addition, the concept of the right to be forgotten in the GDPR is also 
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difficult to apply in big data, as data that is widely dispersed and used across multiple contexts 

is difficult to completely erase. 

The use of Internet of Things (IoT) devices that continuously collect and transmit 

personal data is an important issue that requires the implementation of appropriate 

regulations. The PDP Law passed in 2022 provides a legal framework for protecting personal 

data, but its implementation in the IoT ecosystem faces significant challenges, especially in 

the technological and regulatory aspects. One of the key challenges is the application of 

regulations to IoT devices, which are diverse and often difficult to track. IoT collects large 

amounts of data in real-time, increasing the risk of data breaches and misuse of personal data. 

Therefore, the implementation of more advanced data security technologies, such as 

encryption and strict auditing, is important to protect user data. In addition, the importance 

of supervision and law enforcement is essential to ensure effective data protection. The 

government and private sector must work together to ensure that IoT devices on the market 

meet high security standards. Public awareness regarding their privacy rights is also crucial for 

this regulation to be effectively implemented. Overall, this article suggests that Indonesia 

should continue to adjust and update its regulations on personal data protection to anticipate 

rapid technological changes. A comprehensive, flexible and sustainable regulatory approach 

will be needed to ensure that individuals' privacy remains protected amidst the rapid 

development of IoT. While technology can help strengthen data security, concerns remain 

regarding the potential misuse of data by third parties, especially with the proliferation of 

technologies such as big data, cloud computing, and IoT. Therefore, the protection of 

personal data cannot rely solely on legal policies, but must also be accompanied by enhanced 

cybersecurity and private sector involvement in ensuring that consumer data is protected. 

In Bygrave's book, it is argued that personal data protection regulation should be based 

on the right to individual privacy, which includes the principles of transparency, consent, 

accountability and individual control over their personal data. These principles need to be 

adopted globally, despite the differences in legal systems and cultures between countries. The 

proposed normative framework emphasizes the need for harmonization of data protection 

policies at the international level to effectively protect privacy rights in the face of the 

challenges of globalization and new technological developments such as big data and artificial 

intelligence (AI). The book also highlights that data protection is not only a legal issue, but 

also an ethical issue relating to human dignity and individual freedom. Therefore, the 

regulations implemented must ensure that data protection policies not only protect personal 

information, but also support individual freedoms and maintain public trust in data 

management systems. In this context, a more holistic approach is needed so that data 

protection policies can quickly adapt to technological changes and global trends. The United 

States has not enacted one comprehensive federal law governing personal data protection, 

such as the General Data Protection Regulation (GDPR) in the European Union or the 
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Personal Data Protection Law (PDP Law) in Indonesia. Instead, the United States takes a 

sectoral and fragmented approach, with each sector or type of data governed by its own 

regulations. Some of the key federal laws in place include the Health Insurance Portability 

and Accountability Act (HIPAA) of 1996 for the protection of health data, the Gramm-

Leach-Bliley Act (GLBA) of 1999 to regulate consumer financial data, and the Children's 

Online Privacy Protection Act (COPPA) of 1998 which regulates the data of children under 

the age of 13. In addition, the Federal Trade Commission Act (FTC Act) authorizes the 

Federal Trade Commission (FTC) to crack down on unfair and fraudulent business practices, 

including those related to data privacy violations. Beyond federal regulations, states have 

broad authority to pass their own data protection laws, leading to a wide variety of rules across 

the country. One of the most prominent is the California Consumer Privacy Act (CCPA) of 

2018, which was strengthened by the California Privacy Rights Act (CPRA) of 2020. These 

regulations give consumers greater rights over their personal data and require companies to 

be more transparent in data collection and processing. Other states such as Virginia, Colorado 

and Connecticut have also followed suit. As such, personal data protection in the United 

States depends heavily on the type of data and the geographic jurisdiction in which it is 

processed, creating a diverse and non-uniform legal system nationwide. Meanwhile, the 

General Data Protection Regulation (GDPR) is an EU regulation that came into effect on 

May 25, 2018 and aims to strengthen and unify personal data protection across member states. 

GDPR gives individuals strong rights over their data, such as the right to access, correct, 

delete (right to be forgotten), and transfer their data (data portability). The GDPR also 

requires companies to obtain explicit consent before processing personal data and implement 

the principles of transparency, accountability and data security. The regulation applies not 

only to organizations within the European Union, but also to entities outside the EU that 

offer goods or services, or monitor the behavior of individuals within the EU. Fines imposed 

for GDPR violations can be up to €20 million or 4% of a company's total annual revenue, 

whichever is greater. Therefore, GDPR is seen as the global gold standard in personal data 

protection and has become a reference for many countries, including Indonesia, in shaping 

national regulations that are aligned with international privacy protection principles. 

The California Consumer Privacy Act (CCPA) is a personal data protection law passed 

by the California state legislature in 2018 and took effect on January 1, 2020. This law gives 

consumers in California more control over their personal information. The CCPA provides 

consumers with the right to know what personal data is stored, access and delete that data, 

and object to the sale of their personal information to third parties. The CCPA also requires 

companies to maintain transparency and protect consumer data, and sets penalties for non-

compliance. The CCPA is considered a milestone in privacy protection in the United States 

and is often used as a model for digital privacy policies in other states. 
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The Children's Online Privacy Protection Act (COPPA) is a United States federal law 

passed in 1998 to safeguard the privacy of minors of 13 when using online services. It requires 

websites, apps, and online platforms that are aimed at children or that knowingly collect data 

from children to receive accountable parental consent before collecting, using or disclosing a 

child's personal information. Such information includes names, addresses, emails, phone 

numbers, locations, and other online identifiers. COPPA also requires relevant entities to 

provide clear privacy policies, ensure data security, and limit data retention to only the 

necessary period. Enforcement is carried out by the Federal Trade Commission (FTC), and 

violations of these provisions may be subject to legal sanctions. However, COPPA only 

provides limited protection for voice data, which is increasingly collected by artificial 

intelligence (AI)-based devices such as smart speakers and virtual assistants. Children are 

often unaware of how their voice data is being used, stored, or even misused, and current 

regulations do not adequately anticipate the risks associated with voice data as biometric and 

behavioral data. A number of bills have been proposed to extend privacy protections to voice 

data and set clearer voice protection standards. Nonetheless, establishing a comprehensive 

legal framework remains a major challenge, especially in balancing the rapid development of 

technology and the protection of privacy rights. 

The Federal Trade Commission Act (FTCA) is a United States federal law passed in 

1914 to prevent unfair trade practices and protect consumers and promote fair competition 

in the marketplace. The act established the Federal Trade Commission (FTC), an independent 

agency authorized to investigate and act against violations of antitrust and consumer 

protection laws. The FTCA prohibits “unfair or misleading acts or practices in commerce,” 

which includes false advertising, misleading marketing, and anti-competitive behavior such as 

monopolies or cartels. The FTC has the authority to issue cease-and-desist orders, formulate 

administrative rules, and initiate legal action against businesses that violate the Act. Over time, 

the FTCA has become an important foundation of consumer and trade regulation in the 

United States, whose relevance extends to the digital age and personal data protection. 

Through its broad mandate, the FTC plays an important role in protecting consumers from 

misleading practices, including those involving the misuse of personal information in the 

online and digital environment. 

The Gramm-Leach-Bliley Act of 1999 (GLBA), also known as the Financial Services 

Modernization Act, is a United States federal law that establishes how financial institutions 

collect, use, and protect consumers' personal information. The law has three main provisions: 

Financial Privacy Protection Guidelines, which require financial institutions to inform 

consumers of their privacy protection policies and provide the option not to share their data 

with third parties; Safeguards Guidelines, which require institutions to develop and implement 

security measures to protect consumer information; and a prohibition against pretexting, 

which refers to the fraudulent acquisition of personal data. GLBA is designed to strike a 
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balance between the modernization of financial services and the protection of consumers' 

privacy rights, especially in the banking, insurance, and securities sectors. Enforcement of the 

GLBA is carried out by agencies such as the Federal Trade Commission (FTC), which ensures 

that institutions comply with the privacy and data protection standards set by this law. 

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a United 

States federal law that aims to improve the efficiency of the healthcare system and protect the 

confidentiality and safety of individuals' medical data. HIPAA has two main components: 

first, it ensures portability of health insurance coverage for workers and their family members 

when they change jobs or lose their jobs, and second, it sets national standards for the 

protection of individually identifiable health information, known as Controlled Health 

Information (PHI). Through the enactment of rules such as the Privacy Rule and Security 

Rule, HIPAA requires healthcare providers, insurers, and their business partners to protect 

patient medical data in both physical and digital formats. Violations of HIPAA are subject to 

civil and criminal penalties. This law serves as the basic legal framework for health data 

protection in the United States. 

Fundamental differences between the regulations on personal data protection in 

Indonesia and the United States lies in the regulatory approach. Indonesia adopts a 

comprehensive approach with a PDP Law that applies nationally and covers all sectors. 

Meanwhile, the US applies a sectoral and decentralized approach, where data protection is 

regulated based on specific sectors without any overarching federal legislation. In addition, 

Indonesia has a unitary state system with uniform regulations across the country, whereas the 

US, with its federal system, allows states to create their own regulations. Differences are also 

seen in legal traditions: Indonesia uses a civil law system, while the US relies on a common 

law system that favors judicial precedent. 

While the regulations regarding personal data protection system in Indonesia and he 

United States aim to provide effective protection for individual privacy, both have weaknesses 

that need to be addressed. In Indonesia, the main weakness of Law No. 27 of 2022 on 

Personal Data Protection (PDP Law) lies in its limited implementation and supervisory 

capacity. While this law covers many aspects of data protection, the biggest challenge is the 

effectiveness of supervision by the newly established personal data protection authority. The 

infrastructure and resources required to comprehensively enforce this regulation across 

Indonesia are still very limited, which may lead to legal uncertainty and difficulties in 

enforcement. In addition, the heavy reliance on explicit consent from data subjects may result 

in a lack of understanding among the public regarding the legal implications of their consent. 

Meanwhile, in the United States, the main weakness lies in regulatory fragmentation resulting 

from a sectoral and decentralized approach. The absence of a comprehensive federal personal 

data protection law leads to legal uncertainty, with companies having to comply with various 

rules in different sectors and states. This not only creates confusion for businesses, but also 
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leads to disparities in the level of data protection for individuals across states. In addition, 

surveillance systems that rely on agencies such as the Federal Trade Commission (FTC) are 

often less assertive in addressing personal data breaches, as the primary focus is on deceptive 

business practices rather than comprehensive data protection oversight. Other weaknesses 

include inadequate protection of children's personal data outside of the COPPA framework, 

as well as reliance on consent that is not always easily understood by consumers in the digital 

ecosystem. 

Data leak cases in Indonesia and the United States highlight the urgency of stronger 

privacy protections for individuals in the digital age. In Indonesia, the BPJS Kesehatan data 

leak in 2021 became a major issue, where data on more than 279 million people, including 

their National Identification Numbers (NIK), addresses, phone numbers, and other sensitive 

information, was leaked and sold on online forums. In that situation, Indonesia did not yet 

have a Personal Data Protection Law (UU PDP), so the response was limited to investigations 

by the Ministry of Communication and Information Technology (Kominfo) and the National 

Cyber and Crypto Agency (BSSN) without adequate legal sanctions. Meanwhile, in the United 

States, the Facebook-Cambridge Analytica scandal in 2018 revealed the misuse of data of 

around 87 million Facebook users without proper consent, which was then used for political 

campaign purposes, including the presidential election. As a result of this negligence, 

Facebook was fined $5 billion by the Federal Trade Commission (FTC). This case emphasized 

the weakness of the sectoral regulatory system in the US and triggered the emergence of state-

level data protection regulations, such as the California Consumer Privacy Act (CCPA). 

Indonesia and the United States have made various efforts to strengthen personal data 

protection as threats to privacy increase in the digital era. In Indonesia, the main effort was 

realized through the passage of Law No. 27 of 2022 on Personal Data Protection (PDP Law), 

which provides the national legal basis for comprehensively protecting personal data. The 

government is also preparing an independent supervisory authority to oversee the 

implementation of this law, impose sanctions, and improve public digital literacy. In addition, 

socialization and training are conducted for businesses and public agencies to improve 

compliance with data protection principles. On the other hand, while the United States has 

yet to pass a comprehensive federal personal data protection law, it has taken steps through 

strengthening state-level regulations, most notably through the California Consumer Privacy 

Act (CCPA) and the California Privacy Rights Act (CPRA), which give consumers significant 

rights over their personal data. In addition, agencies such as the Federal Trade Commission 

(FTC) have become increasingly active in addressing privacy violations through investigations 

and imposing substantial sanctions on digital companies that ignore or misuse user data. Amid 

technological developments, both countries are also promoting international and regional 

collaboration to improve cybersecurity standards and cross-border data protection. Through 
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these initiatives, Indonesia and the United States seek to address global privacy challenges 

with approaches tailored to their respective legal and social systems. 

Although the Personal Data Protection Law (PDP Law) is designed to provide better 

protection for personal data, key challenges include a lack of capacity and coordination among 

state agencies responsible for personal data protection. Although a personal data protection 

authority has been established as a supervisory body, it still faces limitations in terms of 

human resources, competencies and budget to effectively carry out its duties. This has resulted 

in weak oversight of sectors that process large amounts of personal data, especially the private 

sector. In addition, the lack of understanding and awareness among businesses, government 

agencies, and the public about the importance of personal data protection is a significant 

obstacle to the implementation of the PDP Law. A supervisory system that has not been 

effectively integrated also worsens the implementation of this regulation. Therefore, it should 

be emphasized that there is a need for more intensive education and training for all parties 

involved in personal data management, so that Indonesia can increase institutional capacity 

and strengthen inter-agency cooperation to improve the effectiveness of the implementation 

of the PDP Law. In addition, a more holistic approach is needed to address these institutional 

challenges, including strengthening law enforcement, raising public awareness, and improving 

the infrastructure that supports personal data protection. 

5. Comparison 

Indonesia and the United States share a common goal of protecting individual privacy 

in the digital era but adopt different approaches based on their respective legal and 

governmental structures. Indonesia, as a unitary state with a civil law legal system, implements 

a comprehensive, nationwide regulation through Law No. 27 of 2022 on Personal Data 

Protection (PDP Law). This law broadly governs data subjects' rights and data controllers’ 

obligations, and it establishes an independent supervisory authority. However, major 

challenges remain in implementation and oversight, particularly due to institutional capacity 

limitations and low public awareness. In contrast, the United States, with its federal system 

and common law tradition, adopts a sectoral approach. There is no single federal data 

protection law; instead, data privacy is regulated based on data type—for example, HIPAA 

for health data, COPPA for children’s data, and CCPA/CPRA at the state level in California. 

Enforcement is carried out by various agencies, primarily the Federal Trade Commission 

(FTC), but the fragmented legal landscape across states leads to unequal levels of protection. 

Overall, Indonesia needs to strengthen its implementation mechanisms and supervisory 

authority, while the U.S. should work toward greater national harmonization. Both countries 

can learn from each other and align with international standards such as the GDPR to address 

global privacy and data protection challenges. 
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6. Conclusions 

Although Indonesia and the United States share a common objective of protecting 

personal data as part of individual privacy rights in the digital era, their approaches differ 

significantly due to divergent legal systems and governmental structures. Indonesia, as a 

unitary state with a civil law system, adopts a centralized and comprehensive approach 

through Law No. 27 of 2022 on Personal Data Protection (PDP Law). This regulation 

outlines the rights of data subjects, the obligations of data controllers, and the establishment 

of an independent supervisory authority. However, implementation challenges remain, 

particularly due to limited institutional capacity and low public awareness. Conversely, the 

United States, as a federal state with a common law system, employs a sectoral and fragmented 

regulatory model, with different laws applying to specific types of data, such as HIPAA, 

COPPA, and the CCPA/CPRA at the state level. This fragmented approach leads to 

inconsistencies in protection across jurisdictions and complicates efforts to achieve national 

harmonization. This study emphasizes that effective personal data protection must be 

adaptive, rights-based, and supported by strong institutional frameworks, regardless of the 

legal system in place. Indonesia must focus on strengthening enforcement mechanisms and 

institutional capacity, while the U.S. is encouraged to move toward a more harmonized federal 

framework. Both countries would benefit from aligning their data protection laws with 

international standards such as the GDPR to address the growing global challenges in digital 

privacy and cross-border data flows. 
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