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Abstract: This study discusses legal protection for customer data security in internet banking systems
in Indonesia, especially after the enactment of various related laws and regulations. The purpose of this
study is to analyze how legal protection is applied and the legal measures that can be taken by customers
if their data is not protected. The research method used is normative legal research with a qualitative
approach, through data collection from secondary sources such as laws, legal literature, and official
documents. The final findings show that although legal protection has improved with the existence of
relevant laws, there are still challenges in its implementation. Customers have the right to file
complaints and legal claims in the event of a data breach, which includes complaint procedures with
banks and the Financial Services Authority. Compliance with regulations and the principles of legal
justice are essential to maintaining public trust in the banking sector.
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1. Introduction

A rapidly developing technology currently being used by banks is Internet Banking.
Internet Banking is not a foreign term to Indonesians, due to the large number of national
banks that use Internet Banking services. In other words, digital players around the world
need what is known as electronic space for their activities.

Internet banking is used by customers to make payments online. Internet banking also
facilitates banking activities through computer networks anytime and anywhete quickly, easily,
and securely because it is supported by a strong security system. This is useful for ensuting
the security and confidentiality of data and transactions carried out by customers. In addition,
with internet banking, banks can increase the speed of setvice and reach in banking activities.
In the development of banking technology such as internet banking, banks must pay attention
to customer protection aspects, especially security related to customer privacy.

In the context of rapid developments in information technology and the digitization of
financial services, financial institutions face new challenges in maintaining the security and
confidentiality of customer personal data Data breaches not only cause financial losses to
customers but can also damage the reputation of financial institutions, undermine public
trust, and affect the stability of the financial system as a whole. Therefore, protecting
customers' personal data must be a top priority in the management of data and operations of
financial institutions. Effective protection is not only important to prevent losses for
customers but also to ensure the integrity and credibility of financial institutions in the public
eye and maintain the stability of the financial sector as a whole.

In facing these challenges, various regulations have been implemented to protect
personal data. One important legal basis is Law Number 8 of 1999 concerning Consumer
Protection. Law No. 8 of 1999, Article 4, states that consumers have the right to comfort,
security, and safety in consuming goods and/or setvices, and Article 19 states that business
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actors are responsible for providing compensation for damage, contamination, and/or
consumer losses resulting from consuming goods and/or services produced or traded.

In response to the need for more comprehensive data protection, Law Number 27 of
2022 concerning Personal Data Protection (PDP Law) was introduced. Law Number 27 of
2022 concerning Personal Data Protection (PDP Law) considers that the protection of
personal data is a human right that is part of personal protection, therefore it is necessary to
provide a legal basis to ensure the security of personal data, based on the 1945 Constitution
of the Republic of Indonesia; that the protection of personal data is intended to guarantee
the rights of citizens to personal protection and to foster public awareness and ensure
recognition and respect for the importance of personal data protection. The Law on Personal
Data Protection reflects the need to protect personal data in an ever-evolving digital context,
providing a stronger and more specific legal basis for personal data protection.

In addition to legislation, Financial Services Authority (OJK) regulations also play an
important role in ensuring the protection of personal data in the financial services sector.
Financial Setvices Authority Regulation Number 6/SEOJK.07/2022 also regulates the
confidentiality and security of consumers' personal data and/or information, namely that
Financial Services Business Operators are prohibited in any way from providing personal data
and/or information about their consumers to third parties; in the event that a Financial
Services Business Operator obtains the personal data and/or information of an individual
and/ ot a group of people from another party and the Financial Services Business Operator
will use the data and/or information to catry out its activities, the Financial Services Business
Operator must have a written statement that the other party has obtained written consent
from the person and/or group of people to provide the personal data and/or information to
any party, including the Financial Services Business Operator. Bank Indonesia Regulation
Number 7/6/PBI/2005 also regulates the transparency of bank product information and the
use of customer personal data.

Misuse of privacy data or personal data on the internet is mostly commercial in nature,
but it is also possible that personal data may be misused for other harmful purposes. Another
issue related to the privacy of internet users is the existence of cookies. These programs can
track the activities of internet users, such as which websites they visit, how long they browse
on those websites, and various other activity data. Privacy issues are a right for everyone in
the sense that no one should be allowed to freely enter another person's privacy.

Then, the misuse of personal data in internet banking is phishing. This is a type of fraud
where perpetrators attempt to obtain sensitive information such as passwords, credit card
numbers, or personal data by pretending to be a trusted entity through text messages, emails,
or fake websites. In the case of internet banking, phishing attacks can occur through text
messages that direct customers to access fake websites that mimic the official appearance of
internet banking applications. In addition to phishing, social engineering programs also pose
a significant threat to the secutity of customers' personal data. Social engineering involves
psychological manipulation of individuals to obtain confidential information or access to
systems. In the context of internet banking, social engineering attacks can occur through
phone calls or text messages claiming to be from bank officials or other authorities, asking
customers to provide personal information or perform certain actions that threaten data
security.

According to the customer confidentiality policy of Bank Mandiri Taspen's internet
banking service, the internet banking application is guaranteed to use an international
standard security system with 2048-bit SSL encryption (Secure Socket Layer 2048-bit
Encryption) that will scramble transaction data and protect communications between the
customet's computer and the Bank Mandiri Taspen server. To add to the security, an Auto
Logoff (session time out) method is used if the customer forgets to log out. After 10 minutes
of inactivity, the customet's access will be deactivated.

A case regarding customer data security occurred when the plaintiff, Samsuduri, filed a
lawsuit against Bank Mandiri at the Surabaya District Court because his personal data as a
customer was leaked to the public. The leaked personal data included his name, full address,
customer information file (CIF) number, and his mothet's maiden name. It is suspected that
the customer data leak occurred after conducting online transactions using a Bank Mandiri
account. It was later discovered that the data was disseminated by a customer who had a
relative working at Bank Mandiri.

Based on this background, this study aims to analyze “Legal Protection of Customer
Data Security in Internet Banking Systems.” In this study, the researcher will also analyze how
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customer data security is legally protected in internet banking services and what legal measures
customers can take if their data in internet banking is not protected.

2. Research Method

In writing this journal, the author used the normative legal research method, which is
legal research conducted by examining reference materials or secondary data. The data
collection method used in this research is library research. The data collected through this
literature study was gathered by collecting data or information from various written sources,
such as books, laws and regulations, journals, scientific articles, official documents, and other
written sources related to legal protection of customer data security. This method is used to
understand theories, concepts, or previous research results relevant to the topic being studied.
As well as analyzing data with descriptive qualitative methods, namely analyzing the collected
data processed in the form of descriptions and explanations systematically using sentences to
obtain systematic and understandable results or explanations. This is followed by drawing
conclusions that start from a general understanding that is already known and end with a
specific conclusion.

3. Results and Discussion

3.1. Legal protection for customer data security in Internet Banking services

Legal protection for customer data security in Internet Banking services is a crucial aspect
of data management in today's digital era. With the enactment of Law Number 8 of 1999
concerning Consumer Protection, Law Number 10 of 1998, Law Number 27 of 2022, Law
Number 19 of 2016 concerning Amendments to Law Number 11 of 2008 concerning
Electronic Information and Transactions, Financial Services Authority Regulation (POJK)
Number 6/POJK.07/2022 concerning Personal Data Protection, and Bank Indonesia
Regulation Number 7/6/PBI/2005 concerning transpatency of bank product information
and the use of customer personal data, Indonesia demonstrates its commitment to protecting
banking customer data more stringently and in a structured manner. These three regulations
aim to provide better protection for personal data and ensure that data management is carried
out according to protection principles that comply with national and international standards.

Law Number 8 of 1999 concerning Consumer Protection, Law Number 10 of 1998, Law
Number 27 of 2022, Law Number 19 of 2016 concerning Amendments to Law Number 11
of 2008 concerning Electronic Information and Transactions, Financial Services Authority
Regulation (POJK) Number 6/POJK.07/2022 concetning Personal Data Protection and
Bank Indonesia Regulation Number 7/6/PBI/2005 concerning transparency of bank
product information and the use of customer personal data regulate the principles of
customer data protection, namely clarity, certainty, transparency, and data security. The
principle of clarity requires banking institutions to provide clear and easy-to-understand
information regarding how customer data will be collected, used, and stored. Certainty in the
obligation of banking institutions to obtain customer consent before collecting and
processing customer data, and to ensure that the data is only used in accordance with the
agreed purposes. The transparency principle ensures that customers receive complete
information regarding their rights regarding customer data, while the security principle
requires banking institutions to take technical steps to protect data from misuse.

Law Number 8 of 1999 concerning Consumer Protection, Law Number 10 of 1998, Law
Number 27 of 2022, Law Number 19 of 2016 concerning Amendments to Law Number 11
of 2008 concerning Electronic Information and Transactions, Financial Services Authority
Regulation (POJK) Number 6/POJK.07/2022 concetning Personal Data Protection and
Bank Indonesia Regulaton Number 7/6/PBI/2005 concerning transparency of bank
product information and the use of customer personal data also establish clear rights and
obligations for parties involved in customer data management. Customers have the right to
access, correct, or delete their personal data in accordance with applicable provisions. On the
other hand, banking institutions are obliged to provide transparent information to customers
regarding how customer data is managed, as well as to maintain the security of that data. This
obligation includes implementing strict procedures in the collection, storage, and use of
customer data to ensure that it is not misused.

Law Number 8 of 1999 concerning Consumer Protection has the responsibility to protect
customer data in accordance with Article 4, namely that consumers have the right to comfort,
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security and safety in consuming goods and/or services and Atrticle 19, namely that business
actors are responsible for providing compensation for damage, pollution and/or losses to
consumers due to consuming goods and/or services produced or traded.

Law Number 27 of 2022 also has the responsibility to protect customer data in accordance
with Article 3 letters a, g and h. Letter a, namely what is meant by the "principle of protection"
is that every processing of personal data is carried out by providing protection to the personal
data subject for their personal data and personal data from being misused. Letter g, namely
what is meant by the "principle of accountability" is that all parties related to the processing
and supervision of personal data act responsibly so as to guarantee the balance of rights and
obligations of the related parties including the personal data subject and letter h, namely what
is meant by the "principle of confidentiality" is that personal data is protected from
unauthorized patties and/or from unauthorized personal data processing activities.

Financial Services Authority Regulation (POJK) Number 6/POJK.07/2022 is responsible
for protecting the interests of customers and the public, as stipulated in Article 11. Financial
Setvices Providers (PUJK) ate prohibited from providing personal data and/or information
regarding consumers to other parties; requiring consumers to agree to share personal data
and/or information as a condition of using products and/or services; using personal data
and/or information of consumers who have terminated product and/or setvice agreements;
using personal data and/or information of consumers who have terminated product and/ot
setvice agreements; using personal data and/or information of prospective consumetrs whose
product and/or service applications have been rejected by the PUJK; and/or using personal
data and/or information of prospective consumers who withdraw their product and/otr
service applications.

Bank Indonesia Regulation Number 7/6/PBI/2005 also regulates the transparency of
bank product information and the use of customer personal data, as stipulated in Article 2.
Banks are required to implement transparency of information regarding bank products and
the use of customer personal data. In implementing transparency of information regarding
Bank Products and the use of Customer Personal Data as referred to in paragraph (1), the
Bank is required to establish policies and have written procedures which include: transparency
of information regarding Bank Products; transparency of the use of Customer Personal Data;
and the policies and procedures as referred to in paragraph (2) must be implemented in all
Bank Offices and Article 3, namely the Bank's Board of Directors is tesponsible for
implementing policies and procedures for transparency of information regarding Bank
Products and the use of Customer Personal Data as referred to in Article 2.

Sanctions for violations of personal data protection provisions are also regulated in these
six regulations. Law Number 8 of 1999 concerning Consumer Protection, Law Number 10
of 1998, Law Number 27 of 2022, Law Number 19 of 2016 concerning Amendments to Law
Number 11 of 2008 concerning Electronic Information and Transactions, Financial Services
Authority Regulation (POJK) Number 6/POJK.07/2022 concerning Petrsonal Data
Protection, and Bank Indonesia Regulation Number 7/6/PBI/2005 concerning transparency
of bank product information and the use of customer personal data stipulate sanctions that
can be applied to banking institutions that violate customer data protection provisions. These
sanctions include fines, temporary or permanent closure of the institution's operations, and
other legal actions. The implementation of sanctions aims to encourage compliance with
applicable regulations, protect customers from the risk of misuse of customer data, and ensure
that banking institutions implement customer data protection responsibly.

3.2. Legal remedies customers must take if their data is not protected in internet
banking

Equations, theorems, and proofs must be cited in the main text. For example, the author
could write the sentence: “Eq. (1) is used to calculate blablabla". This is example 1 of an
equation:

4. Results and Discussion

Resolving issues that arise when customer data is not protected is a crucial issue in the
modern financial world, especially with the increasing amount of personal data being managed
in internet banking systems. Customer data leaks not only have the potential to result in
financial losses but can also damage the reputation of financial institutions and threaten
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individual privacy. Therefore, it is important to understand the legal remedies customers must
take if their data is not protected in internet banking.

The initial effort that must be made by the customer to the bank is to submit a complaint
in accordance with Bank Indonesia Regulation Number 10/10/PBI/2008 concerning
amendments to Bank Indonesia Regulation Number 7/7/PBI/2005 concerning the
Settlement of Customer Complaints. In the problem of internet banking services, the
customer has filed a complaint to the bank for a loss that occurred without any fault on the
part of the customer. The customer complaint mechanism is regulated in Bank Indonesia
Regulation Number 10/10/PBI/2008 concerning the settlement of customer complaints
provided by Bank Indonesia, namely:

1. How to submit a complaint to the bank:

a. Verbally: by telephone, including through the bank's 24-hour call center, or by visiting

the nearest bank branch.

b. In writing: by submitting an official letter addressed to the bank by hand delivery,

fax, email, or the bank's website. Written complaints must be accompanied by

photocopies of identification and other supporting documents, such as proof of deposit
ot withdrawal, proof of transfer, bank statements, and/or other documents related to
the transaction or complaint being submitted.

c. Customer Representative: Submit photocopies of the customer's and the customer's

representative's identification, and a power of attorney from the customer to the

customet's representative stating that the customer authorizes the complaint to be

submitted.
2. Receipt of Complaints by the Bank: The Bank accepts every complaint submitted by
customers and/ort customer representatives, both verbally and in writing. The bank provides
an explanation regarding the policies and procedures for resolving complaints when
customers and/ot customer representatives submit complaints. The bank provides a receipt.
If the complaint is submitted in writing, all bank offices can receive customer complaints.

Then customers can make complaints to the Financial Services Authority according to

Financial Services Authority Regulation Number 1/POJK.07/2013 Article 40 paragraph (1),
paragraph (2), paragraph (3), namely: Article 40 paragraph (1) namely consumers can submit
complaints that indicate disputes between financial services business actors and consumers
to the Financial Services Authority. Paragraph (2) states that consumers and/or the public
can submit complaints that indicate violations of the provisions of laws and regulations in the
financial services sector to the Financial Services Authority. Paragraph (3) states that
complaints as referred to in paragraph (1) and paragraph (2) are submitted to the Financial
Services Authority, in this case the Member of the Board of Commissioners in charge of
consumer education and protection. Customers can submit complaints about customer data
leaks to the official OJK service link, namely www.konsumen.ojk.go.id

If a customer's complaint is not propetly addressed or resolved, the customer can sue
the bank in court on the following grounds: an unlawful act (Article 1365 of the Civil Code)
if the bank is negligent in maintaining system security and breach of contract (breach of
promise) if the bank promises to maintain data confidentiality in the service agreement.
Customers can sue the court for both material and immaterial damages. The following are
various legal bases that customers can use to claim liability from the bank for customer data
leaks:

1. Claims for bank liability for customer data leaks as stipulated in Law Number 10 of

1998, as outlined in Article 47 paragraph 2.

2. Claims for bank liability for customer data leaks as stipulated in Law Number 27 of

2022.

3. Claims for bank liability for customer data leaks as stipulated in Law Number 19 of

2016 concerning Amendments to Law Number 11 of 2008 concerning Electronic

Information and Transactions.

4. Demands for accountability by banks for customer data leaks as stipulated in Financial

Setvices Authority Regulation (POJK) Number 6/POJK.07/202

5. Demands for accountability by banks for customer data leaks as stipulated in Bank

Indonesia Regulation Number 7/6/PBI/2005.

Based on OJK Regulation No. 61/POJK.07/2020, customets can also resolve disputes
through an OJK-approved Alternative Dispute Resolution Institution. This route is faster,
less costly, and suitable for cases involving less complex losses.
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Banks transitioning to digital platforms must ensure they are technologically and
resource-wise ready to handle such technology. Customer data, which is highly vulnerable to
unauthorized use, must be protected from misuse. In the event of a loss due to a data breach,
the bank's liability must be determined through a thorough investigation to determine
whether the loss was caused by the fault of the bank, the customer, or a third party.

Unprotected customer data through internet banking applications is caused by social
engineering scams, such as phishing, where customers may unknowingly provide their
personal information to fraudsters. These scams typically involve links or messages that
appear legitimate but are intended to steal sensitive information. If customers provide
personal information necessary to commit a crime, they may be liable for the losses. However,
customers have the right to seek redress from the bank, and this process can be pursued
through the courts or out-of-court.

By adhering to these principles of fairness and complying with applicable regulations,
issues of unprotected customer data and misuse of customer data can be resolved in a fair
and equitable manner, minimizing the negative impact on both customers and financial
institutions. An effective and efficient process for resolving disputes will help maintain public
trust in financial institutions and ensure the future protection of customers' personal data.

4. Conclusions

This research shows that legal protection of customer data in internet banking systems
in Indonesia has made significant progress following the enactment of various laws and
regulations, including Law Number 8 of 1999 concerning Consumer Protection, Law
Number 10 of 1998, Law Number 27 of 2022, and Law Number 19 of 2016 concerning
Electronic Information and Transactions. These regulations establish important principles
such as clarity, certainty, transparency, and data security, while granting customers greater
access and control rights.

Banking institutions are required to comply with existing regulations and impose strict
sanctions for violations. The role of the Financial Services Authority (OJK) is crucial in
oversight and law enforcement to maintain customer trust.

Resolving customer data disputes must begin with an assessment of losses, which can
be done through a complaint to the bank or the OJK. If the complaint is not addressed, the
customer can sue the bank for unlawful acts or breach of contract. The principles of legal
justice, transparency, and protection of human rights must be prioritized in every resolution
process.

By implementing these regulations and principles, it is hoped that negative impacts on
customers can be minimized, and public trust in financial institutions can be maintained.
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